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Office of Research Two Webpages — Research Integrity and Export Controls
https://osp.uccs.edu/

Offices of Sponso Programs and Research Integrity

L Sponsored Programs — Research Integrity IR Export Controls

uUccs Federal Updates: https://wwhw.uces. eduysfederal-updates

Remote office business hours are Mondays-Fridaws, 8:00 a.m. to 500 p.n. We can be reached wia email. Click here to see a lis
contacts and emails: hittps:/fosp.uccs.eduscontact-us

Home / Research Compliance
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MNIH Data Management and Sharing Plan
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Additional Research Topics
Research Involving Animals (1LACUWUC)

Research Involwving Cannabis and
Cannabis Related or Derived Materials

Restricted and Proprietary Projecits
Biosafety (1BC)

Research Security

Research Compliance
Conflict of Interest

Other Support Disclosure
Foreign Cormupit Practices Act

Misconduct in Research Scholarship and
Creative Activities

MNSF Safe and Harassment-Free Work
Enwvironment

Enhanced Whistleblower Protection
OI1IT Research and Compliance

Federal Use Restrictions



https://osp.uccs.edu/

Some Areas of
Research Compliance SPAN May Encounter

* Human Subjects Research (Institutional Review Board — IRB) 672
active research protocols

« Export Controls (Student and Employee VISA (H1B), purchasing)
« Conflict of Interest (COI)

« Misconduct in Research

* Research Security

» Biosafety

* Animal Research

« Cannabis
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Presenter Notes
Presentation Notes
UCCS Web Resources:
IRB active - https://osp.uccs.edu/research-compliance/research-involving-human-subject-irb/irb-data
Export Controls - https://osp.uccs.edu/export-controls
Conflict of Interest - https://osp.uccs.edu/research-compliance/phs-conflict-of-interest
Misconduct in Research - https://osp.uccs.edu/research-compliance/misconduct-in-research-scholarship-and-creative-activities
Research Security Page - https://osp.uccs.edu/research-compliance/research-security-training
Biosafety - https://dess.uccs.edu/ehs/hazardous-materials-management/biosafety  
Animal Research - https://osp.uccs.edu/research-compliance/research-involving-animals-%28iacuc%29
Cannabis - https://osp.uccs.edu/research-compliance/research-involving-cannabis-and-cannabis-related-or-derived-materials 


Some Relatively New Areas

* Other Support Disclosure —A renewed focus on foreign
affiliations and support

* OIT Research and Compliance

* Research Security training (NSF, DoD, DoEnergy USDA,
NIH).
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Presenter Notes
Presentation Notes
UCCS Webpages:

Several Federal Sponsors in 2025 started requiring Research Security Training at the time of proposal - https://osp.uccs.edu/research-compliance/research-security-training 

Other support - https://osp.uccs.edu/research-compliance/other-support-disclosure 

OIT Research and Compliance - https://oit.uccs.edu/security/ResearchComplianceResources 


Disclosure & Foreign Influence Requirements
NSF Important Notice No. 149 (effective Dec 2025): 
Mandatory research security training for senior/key personnel.
Annual certification of non-participation in Malign Foreign Talent Recruitment Programs (MFTRPs).
Enhanced documentation for foreign appointments, contracts, and other support.
Foreign gifts/contracts disclosure: Institutions must report any foreign support ≥ $50,000 per CHIPS Act requirements. [nsf.gov], [nsf.gov]

Not required for UCCS but some impacts –
Research Security Program Mandate (NSPM-33 & OSTP Guidelines)
By July 2026, any institution receiving $50M+ in annual federal research funding must implement a Research Security Program (RSP).
Required elements: 
Cybersecurity measures
Foreign travel security protocols
Research security training
Export control training
Institutions must certify compliance to funding agencies; false certification may trigger False Claims Act liability






Some Relatively New Areas/Updates

» Federal Procurement and Use Restrictions (examples:
Foreign Drone Usage on Federal Awards and DJI being
placed on a restricted entity list)

. ?hzag%e)s to Research Misconduct Regulations (Effective Jan

« Export Control Expansion — placed on temporary hold until
November 10, 2026 but may have impacts across CU

« Responsible Conduct of Research (RCR) (some new training
modules per NSF note 149)

« Data Security — DOJ Sensitive Data and NIH Controlled-
Access Data (these are works in progress)
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Presenter Notes
Presentation Notes
UCCS Web Resources:

Federal Procurement and Use Restrictions - https://osp.uccs.edu/research-compliance/federal-use-restrictions 
Research Misconduct - https://osp.uccs.edu/research-compliance/misconduct-in-research-scholarship-and-creative-activities  

Federal Procurement & Use Restrictions
Federal regulations now prohibit the purchase or use of certain foreign-made equipment, software, and services in federally sponsored research projects.�Key restrictions include:
Telecom & Surveillance Equipment: Huawei, ZTE, Hikvision, Dahua, Hytera (FAR 52.204-25).
Software & Apps: Kaspersky products; TikTok or any ByteDance-owned apps on devices used for federal contracts.
Unmanned Aircraft Systems (UAS): Effective Dec 22, 2025, foreign-made drones from countries of concern are banned under FASCSA and ASDA.�Non-compliance can result in loss of funding, contract termination, and legal penalties. Always check the FASCSA Covered Entity List and consult ORI or Export Controls before procurement
On Dec. 8th NSF included these drone restrictions in pagg24-1 supplement  - https://www.nsf.gov/policies/document/pappg24-1-supplement-1#drone-security 


Changes to Research Misconduct Regulations (Effective Jan 1, 2026)
The ORI Final Rule revises 42 CFR Part 93 for the first time in nearly 20 years.
Key updates: 
Streamlined inquiry process: A Research Integrity Officer (RIO) or designated official can conduct inquiries without a committee.
Expanded reporting requirements: Inquiry and investigation reports must include inventories of sequestered records, transcripts of interviews, and detailed procedural histories.
Institutional record submission: Institutions must transmit a full record of proceedings to ORI after final determinations.
Clarifications on confidentiality obligations and handling of new allegations during ongoing investigations.
Institutions must update policies and submit assurances by April 30, 2026

Export Control Expansion
New Affiliates Rule (Sept 2025 – delayed until ) extends export restrictions to foreign affiliates 50% owned by listed entities.
We are working with the export control groups at Boulder and Anschutz and PSC to explore impacts and best practices to comply.

NSF Responsible Conduct of Research (RCR) Updates
Effective October 10, 2025, NSF expanded its Responsible and Ethical Conduct of Research (RECR) training requirements under Important Notice 149 and the CHIPS and Science Act:

New content requirements: Mentorship training (for faculty and senior personnel)
Research security threats (including disclosure and reporting obligations)
Export control awareness


Sensitive Data & NIST 800-171 Compliance (DOJ & NIH)
Handling Controlled Unclassified Information (CUI) or NIH controlled-access data now requires compliance with NIST SP 800-171 standards.�Key points:
Applies to NIH Genomic Data Sharing (GDS) Policy and other sensitive datasets.
Institutions and PIs must attest to NIST 800-171 compliance for all systems storing or analyzing controlled-access data (including cloud and third-party platforms).
Controls cover access, authentication, encryption, incident response, and risk management.�Effective Jan 25, 2025, compliance is mandatory for new and renewed Data Use Certifications. DOJ and NIH audits will verify adherence. Non-compliance risks data breaches, funding loss, and federal penalties
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IRB Items you can educate your Pl about
for a smooth approval

« Educate Pls on currently approved forms and
amount of payment

* Help Pls determine if they need to budget for
outside IRB review

* Connect your Pls with IT early on for projects
Involving secure data, data transfers/sharing,
long term data storage etc. as these may cause
additional costs
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Presenter Notes
Presentation Notes
One of our most common issues is PIs not understanding current policies and practices related to paying participants. The IRB reviews payments mostly for appropriateness for time/effort spent and to make sure it is not too much to coerce people into participating. We want to try to minimize approvals of unauthorized payment types/amounts and extra amendments from PIs

UCCS IRB cannot review certain types of research such as FDA; we also don’t have a formal IACUC for studies on animals beyond wildlife observational studies. PIs will need to budget for outside review beforehand. These reviews can be $3000 to $5000. 

There are often hidden costs related to data security and IT for projects. Departments or the project will often need to pay for software, hardware, support, etc. for compliant data storage, digital signatures, data transfer, etc. These costs can be hundreds to thousands of dollars. 


Compliance Department

“I'11 be honest ... there are books by James Joyce
that are easier to follow than these bad boys.”

DREWGENMN/GETTY IMAGES
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Presenter Notes
Presentation Notes
There has been several rules/regulations released this year by the Federal Government that have been rescinded and then put back into place. It is not even funny. 
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Questions?

ORI Contacts: https://osp.uccs.edu/contact-us

Michael Sanderson,

Director Research (719) 255-3044 msander3@uccs.edu
Integrity

Kama King,

Research Compliance Program (719) 255-3903 kking2@uccs.edu
Director

Amanda Harvey,

Sr. Research Compliance
Specialist (Part-Time) aharvey@uccs.edu
CU Ethics Line -

https://www.cu.edu/ethicsline

IRB (719) 255-3903 IRB@uccs.edu
Export Controls (719) 255-3044 exportco@uccs.edu J
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Presenter Notes
Presentation Notes
IF YOU HAVE ANY QUESTIONS REGARDING COMPLIANCE, YOU CAN ALWAYS CONTACT ORI WE ARE HAPPY TO HELP.

ARE THERE ANY QUESTIONS?

https://osp.uccs.edu/contact-us
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